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* Operationalize 2026 Internal Controls: Implement a "Control
Environment" based on the 2025 Government Accountability Office
(GAQO) Green Book.

» Highlight different areas of risk and provide solutions to address
them, including subrecipient monitoring, procurements, award
terminations, and implementing updated Uniform Guidance
threshold changes

» Discuss best practices in grant compliance
« Q&A

©JMT Consulting. All rights reserved.
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What Are Internal Controls?

To ensure compliance with federal
regulations and receive grant
funding, an organization must
develop policies (how), processes
(what), and procedures (what and
when)..

Internal Controls
» Set a culture of compliance
* |dentity threats to compliance
» Put procedures in place and train staft
» Communicate risk

THESE ARE INTERNAL CONTROLS | * Monitor for compliance

©JMT Consulting. All rights reserved. IWATE
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Why Are Internal Controls Important?

Internal controls reduce risks that could prevent an organization from
achieving its goals and objectives.

In grants, main risks include non-performance by recipients,
subrecipients, or contractors.

~ederal agencies focus on minimizing recipient (your organization) risk.
Detined internal controls, segregation ot duties, and strong past
oerformance demonstrate reliability which are key for funding
eligibility.

©JMT Consulting. All rights reserved. IWATE
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What Do The Regulations Say And Who Is COSO?

The need for internal controls is coditied 2 CFR 200.303. Specifically, a grant

recipient must:

. Establish, document, and maintain effective internal controls as defined by the
Committee of Sponsoring Organizations of the Treadway Commission (COSQO)

. Comply with the US Constitutions and federal regulations

Evaluate and monitor subrecipient compliance

Take prompt action when in noncompliance

Take reasonable actions to ensure cybersecurity and sateguard protected

personally identitiable information and other types of information

COSO of the Treadway Commission is an organization that develops guidelines for
.' ,‘ - .‘v".‘ ‘,,‘ . ,. ’. ',v‘,‘.“,v‘, .‘ .'. “ el alay .
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The COSO Rubik's Cube

COSO designed the internal controls Rubik’s
cube, also broken out in the GAO Green

Function

Risk Assessment

‘Dj vision
~ Operating Unit

Bp@lléw do all these pieces fit together? S I
* How do they fit into the world of
tederal grants?

* How can you make them fit into your m

organization?

"""Egg_tity Level

Information & Communication

©JMT Consulting. All rights reserved.
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Seven Main Components of COSO

Separation of duties: Breaks down tasks so no one person can complete a
transaction alone, providing built-in checks and balances.

Policies and procedures: Written guidance on planning, organizing, directing,

controlling, and reporting on organizational operations; available to staft with
regular training.

Documentation: Maintain clear, accurate records to support and verity program
activities.

Authorization: Establishes transactions that should be reviewed and authorized
before execution.

©JMT Consulting. All rights reserved. IWATE
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Seven Main Components of COSO

Asset safeguarding: Physical assets susceptible to misappropriation or misuse,
such as cash and fixed assets, are properly secured and accessible only to
authorized personnel.

a Reconciliations: Accounting reconciliations corroborate that recorded
transactions are accurate and provide the most current information for
reporting. Physical reconciliations ensure assets purchased with program funds

0 are being properly utilized.

Monitoring: Ensure adequate oversight of internal application of 2 CFR 200
and oversight of external partnerships.

©JMT Consulting. All rights reserved. IWATE
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Internal Controls and Opportunities

» Conduct a go-no-go assessment on pursuing a grant opportunity
(how will it impact my organization?)

* Determine whether to partner with subrecipients and contractors
(will these be good partners?)

» Conduct activities to minimize potential disallowed costs, waste,

fraud and abuse of funds

©JMT Consulting. All rights reserved. IWATE
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Segregation of Duties

Internal controls require adequate segregation of duties (SOD).

-
Prevent problems by NOT having one person responsible for: ﬁ f \ -a

* Custody

* Recordkeeping

 Authorization Demonstrate segregation with:
* Review of reports
 Custody of assets
» Authorization process

©JMT Consulting. All rights reserved. IWATE
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Why is Risk Mitigation a Critical Component of
Federal Grants and Internal Controls?

here are risks inherent to any organization. Related to federal grants, it
becomes critical to safequard funding in the following ways:

» Use risk assessments when working with subrecipients and contractors

* Assess risk from multiple angles according to the type of risk

* Leverage risk mitigation when outlining the appropriate internal controls
to govern critical financial, programmatic, and administrative functions,
especially related to federal grants

©JMT Consulting. All rights reserved. IWATE




CONSULTING

‘ Reputational | Strategic

g6
Regulatory
(Compliance)

D

Operational

Financial
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Federal Agency Responsibilities

Federal funding agencies evaluate the applicant’s risk profile and ethical culture
(control environment) to prevent waste, fraud, and abuse.

What are the key elements in a federal risk framework (§ 200.206)?
* Financial stability
* Quality of management systems
» History of performance
* Previous audit reports and findings

* Ability to effectively implement the program

©JMT Consulting. All rights reserved. IWATE
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IDENTIFYING RISKS
THAT REQUIRE
ESCALATION

COMMUNICATING THE
RISK

ASSESSING THE RISK
FOR ESCALATION

ENSURING
ACCEPTANCE OF
RESPONSIBILITY

DETERMINING THE
APPROPRIATE LEVEL
FOR ESCALATION

IMPLEMENTING THE
ESCALATION

©JMT Consulting. All rights reserved.
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How Does Subrecipient Monitoring and &—\ ﬁ
Contractor Oversight Mitigate Risk?

* Protects Federal Funds

* Ensures Compliance

* Promotes Program Success
» Supports Accountability

Your experience with a partner may vary drastically from a previous
project. Ongoing monitoring ensures you are aware of and able to
address any issues proactively.

©JMT Consulting. All rights reserved. I
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Prime Recipient Or Pass-Through
Rﬁﬁp@ﬂ&l bﬂﬂ)ﬂl@ﬁ)ilities of prime recipient or pass-through entities

managing subrecipient risk?

» Perform an individualized risk assessment to develop an individualized
monitoring plan

* Monitoring subrecipients for compliance

* Document risk assessment and monitoring activities

» Grant recipients have primary responsibility for subaward monitoring

§ 200.332 covers the responsibilities of PTEs regarding subrecipients.

©JMT Consulting. All rights reserved. IWATE
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The PTE:

Must include all required elements from §200.332 in the subagreement
* Must review required reports

» Must verity subrecipient is audited as required
« Must issue a management decision on audit findings related to the subaward

» Must ensure subrecipient takes necessary corrective action on deticiencies and

audit findings related to subaward
« Must consider if information from audits and monitoring necessitates

adjustments to PTE records
* Must consider enforcement action for noncompliant subrecipients

Subrecipient Monitoring Requirements o D

* May provide technical assistance

- May perform site visits as part of monitoring IWATE

©JMT Consulting. All rights reserved.
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What Makes A Responsible Subrecipient?

Financial Stability
Management Capacity
Performance History

Systems and Controls

QOO E®

Compliance Readiness

©JMT Consulting. All rights reserved. IWATE
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Red Flags Of Subrecipients

@ Weak Financial Controls @ Poor Performance

@ Unstable Management @ Conflict of Interest Risks

@ Noncompliance History @ Lack of Transparency
@ Questionable Costs

©JMT Consulting. All rights reserved. IWATE
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Key Audit Risk Areas

Weak Internal Controls — Lack of segregation of duties, poor
documentation, or inadequate policies

Inexperienced Staff — Limited grant or financial management capacity
Poor Financial Stability — Cash flow issues or history of questioned costs
Noncompliance History — Prior findings, late reports, or missed deliverables

Complex or High-Dollar Awards — Increased risk due to scope, cost, or
technical requirements

©JMT Consulting. All rights reserved. IWATE




CONSULTING

Subrecipient Evaluation: Establishing Risk Ratings

Communication

How often are you in
communication with your prime?
How would you notify your
funder of potential issues?

How long since your last audit
was completed?

Were there audit findings?

Trackin
9

What financial systems are you
using to track program costs?
How does your accounting
system track expenditures of the
various programs?

How do you track the time
spent working on a program?

©JMT Consulting. All rights reserved.
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Subrecipient Evaluation: Establishing Risk

mgﬁemght Stability

Do you have the financial *  Who reviews the project budget
resources to complete your against actual spending?
SOW? * Is grant spending a large % of

* Have you had an insufficient the organization’s total budget?
fund balance after meeting your * |s there discretion for spending
obligations on a program? on the part of program

» Do financial reports indicate managers, direct employees or
cash flow issues? senior staff?

©JMT Consulting. All rights reserved. IWATE
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Subrecipient Evaluation: Establishing Risk

@™

* How does the organization communicate the
performance objectives for the program to staft?
* Has the organization achieved its performance

objectives for past programs?
« What is the subrecipient’s process for notification

if things are not going as expected?

©JMT Consulting. All rights reserved. IWATE




CONSULTING

Incomplete Subaward Reporting - GAO analyzed 3,680 single-
audit findings (2022-2024) from the FAC and found that 36%
related to subaward oversight. One common issue: many
prime recipients did not fully report subawards in the required
SAM.gov (formerly FFATA Subaward Reporting) system,
imiting transparency.

©JMT Consulting. All rights reserved.
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Lack of Subrecipient Monitoring
An audit found no evidence of subrecipient
monitoring for 3 of 7 subawards managed by the
PTE. This led to questioned costs and doubt in
the PTE’s ability to manage further subawards. ,

©JMT Consulting. All rights reserved.
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Why Contractor Procurement Standards Matter

Procurement standards ensure fairness, transparency,
and accountability in spending federal funds.

* Promote competition

* Ensure cost efficiency

* Prevent fraud and abuse
* Support compliance

* Strengthen accountability

©JMT Consulting. All rights reserved. IWATE
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What Makes A Responsible Contractor?
@ Qualitied and Competitive

@ Financial and Technical Capacity

@ Ethical Conduct and Compliance

@ Performance Accountability

@ Proper Documentation

©JMT Consulting. All rights reserved. IvaTE
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Procurement Checklist BN

Written Procurement Procedures include: o
v" Ensuring responsible contractors

v' Oversight ot contractor performance

v Avoiding unnecessary or duplicate purchases
v' Economical and strategic sourcing

v' Partnering with governments

v' Use of federal excess and surplus property

v" Inclusion of value engineering clauses

©JMT Consulting. All rights reserved. IWATE
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Aggregate Dollar
Method Notes 1 Notes 2

Amt.

Not to exceed $15,000 _ Y 4 To extent practicable
_ _ No quotations required if price is o _

($2K for subject to Davis- distribute equitably among

reasonable. a _

Bacon Act) gualified suppliers

Procurement
Methods

Rate quotations from an adequate No cost or price analysis

Up to $350,000 4 _
number of qualified sources. required
Primarily construction projects-Firm | Price is a major factor-formal
>$350,000 . : A
fixed price contract. process for bidding
RFP with evaluation
>$350,000 Fixed price or cost-reimbursement | methods for an adequate

number of qualified sources.

_ No competition/Must be authorized
Available for procurements _ _
by federal agency (or pass-through | Unique or public emergency

entity)

of any dollar amount.

©JMT Consulting. All rights reserved.
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Set Expectations =

» Discuss the main performance objectives and compliance areas

 Enlist finance to communicate internal control expectations that prevent,
detect, and deter waste, fraud, and abuse of funds

* Encourage partners to review important internal controls for grant
management compliance early in the award, including a close review of
the notice of award requirements

 Discuss how the partners periodically monitors its staff and follows
organization policies and procedures

©JMT Consulting. All rights reserved. IWATE
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Risk Assessment Checks

Utilize a risk checklist to determine the risk level for each contractor ana
subrecipient. You'll want to incorporate this information for each type ot
partner as follows by including specific actions depending on the risk
designation (high/medium/low):

* Inclusion of specific conditions in subaward or contract
» Specific follow up actions added to subrecipient monitoring plan
(subrecipients only)

» Desk reviews or site visits as applicable
©J,@pogqlng G cemmunication between PTE and partners |WATE

is reserved.
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Description Description

ReVi eW PaSt A | Activities Allowed or Disallowed H | Period of performance
S. | e d .t B | Allowable costs/cost principles | | Procurement/Suspension & debarment
g C | Cash management J | Program income

Real property acquisition and relocation

(usually
° o D | Davis-Bacon Act (construction awards) K _
SU breC| plents assistance

E | Eligibility L | Reporting
only)

F | Equipment/real property management N | Subrecipient monitoring

G | Cost share, level of effort, earmarking O | Special Tests and provisions

The Federal Audit Clearinghouse (FAC) is the home of completed Single Audit Act audits:

I VATE

©JMT Consulting. All rights reserved.


http://www.fac.gov/

CONSULTING

Debarment And Suspension Checks

§ 180.300 Before contracting, ensure the individual or organization you plan
to do business with is not excluded or disqualified by:

1. Checking SAM Exclusions; or
2. Collecting a certification from that person; or
3. Adding a clause or condition to the covered transaction with that person

©JMT Consulting. All rights reserved. IWATE
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Leverage Specific Conditions

A way to further manage subrecipient and contractor risk beyond the standard terms and
conditions.

* Protect funds from misuse
* Ensure programmatic or financial accountability

~L~SLis o~ S LU ~ ~ ~ VL. T W WV _W_N_W_ VNV -\ ER W ~

Specific conditions are a useful tool for supporting nascent organizations that may need
additional assistance to meet federal standards, based on the entity's designated risk level.

©JMT Consulting. All rights reserved. IWATE
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Examples of Common Specific Conditions

Financial Conditions — advance payment restrictions, additional reporting requirements,
request for current audited financial statements

Programmatic Conditions — achievement of specitic milestones before fund release

Compliance Conditions — address gaps in federally required policies prior to first
payment

Audit or Monitoring Conditions — more frequent site visits, pre-approval of expenditures

Other Risk-Based Conditions — additional training, prior approvals, or limitations on
subawards

©JMT Consulting. All rights reserved. IWATE
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Training and Technical Assistance

 Support your partners by providing information to help them succeed, such as:
* Frequently asked questions
» Webinars on reports, invoicing, or other required tasks
 Information or instructional guides

» Common templates

©JMT Consulting. All rights reserved. IWATE
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What Happens If There is Continued Noncompliance?

« Additional award conditions — Add additional conditions such as
mandatory reports, funding freeze, desk reviews, site visits until

the situation is resolved.

* Involve funder — Notify them of continued noncompliance by a
subrecipient or contractual partner and need to seek support

elsewhere

 Award termination — invoke a termination of convenience clause
to all subrecipient awards and contracts.

©JMT Consulting. All rights reserved. IWATE
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