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* “Privacy” vs “Security”

o Privacy is concerned with the processing and legal obligations around personal data.
o  Security or Data Protection deals with the protection of information regardless of its
nature.

» “Personal Data” — Information linked or reasonably linkable to an identified or identifiable

Data Subject.

» “Data Subject” — The individual person (or household, in CA) to whom personal data

relates.

«  "“Process” — Any act or operation with respect to information or sets of information.

« For example, merely “accessing” information is “processing” that information.
“Controller” — Party that controls the “purposes and means” of how personal data is
processed.

*  "Processor” — Party that only processes personal data to provide services back to the
customer.

oImT covlingal Rg&xchange of personal data for monetary or other valuable consideratior”\@VATE

« Can also include making personal data available to a third party for such party's own =~ =
use.
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Privacy Laws and Updates

What do Nonprofits Need to Know?

©JMT Consulting. All rights reserved.




THE EXPERTS IN
MISSION-DRIVEN
NONPROFIT FINANCE

CONSULTING

* Depending on how you count, we are now up to 23 separate “omnibus” U.S. state
privacy laws.

« AL, CA, CO, CT, DE, FL, IN, 1A, KY, MD, MN, MT, NE, NH, NJ, NV, OK, OR, RI, TN, TX,
UT, VA

* Generally (but not always), these state privacy laws apply to organizations that process
personal data about a certain number of data subjects in a given state, with reduced
thresholds for entities that derive revenue from sales of data.

*  Examples:

« Colorado Privacy Act — Applies to organizations that process personal data of 100,000
CO residents, or 25,000 CO residents if you derive revenue from the sale of personal
data.

« Connecticut Data Privacy Act — Applies to organizations that process personal data of
35,000 CT residents, but if you “sell” any personal data at all or process “sensitive

data,” the law applies to you.
INNOVATE
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U.S. State Privacy Law Nonprofit Exemptions

CA ([CO (CT |DE |FL |[IN|TA | KY MD MN (MT |[NE |INH |NJ | NV |OK |OR |RI|TN |TX [ UT | VA

All Nonprofits
501(¢)3
501(c)4
501(c)06

s501(c)12

s501(c)gs to
detect/prevent
insurance

crime/fraud

Only nonprofits

established to
detect/prevent
insurance
crime/fraud

Other specific Y*
categories

*Kentucky’s Consumer Data Protection Act exempts entities (1) operating for religious, charitable, or educational purposes; and (2) not providing net earnings
to, or operating in any manner that inures to the benefit of, any officer, employee, or shareholder of the entity.

VATE

©JMT Consulting. All rights reserved. I



THE EXPERTS IN
MISSION-DRIVEN
NONPROFIT FINANCE

CONSULTING

* Notice and Transparency
* Provide complete and accurate notices prominently at or before point of collection

» Categories of personal data processed

» Purposes for which the categories of personal data are processed

» Categories of personal data disclosed to third parties and categories of third
parties

* Notice of sales of personal data or processing of personal data for targeted
advertising

» Describe data subject rights offered and how to exercise them

« Contact information

« Effective date w/ annual updates

« Cookie Notices
* Not required under U.S. privacy laws but can be helpful if properly structured to
reduce risk of California Invasion of Privacy Act/Wiretap Act claims I\@
©IMT Consuldgosiptireressdconcerns it consent is offered but cookies drop before consent s | *YATE
given



THE EXPERTS IN
MISSION-DRIVEN
NONPROFIT FINANCE

CONSULTING

« Data Subject Rights
»  Opt-out of “sales” of personal data
« Opt-out of targeted advertising
»  Opt-in consents for processing and sale of “sensitive” personal data in certain states
* Access
* Correction

¢ Deletion

« Portability
 Nondiscrimination
*  Appeal

* Third-Party Contracting
» "Data Processing Agreements” (DPAs) with processors must contain specitic terms
« Controller-to-controller terms for California and non-US laws only

©JMT Consulting. All rights reserved. I mv ATE
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« Enforced by regulators (no private right of action).
« State regulators (e.g., TX Attorney General, CA Attorney General, CalPrivacy) are
aggressively enforcing their laws.
* Generally focused on “consumer” privacy.
*  Only California’s privacy law applies to individuals and households in their
employment or business context.
» All other state privacy laws focus on data subjects in their individual or household
context.
* Removal/expiration of grace periods.
« Several states (DE, MD, MN, OR, NJ, IA, NE, etc.) delayed compliance obligations for
nonprofits until 2025.
* Laws in California and certain other states used to have “cure periods” for
noncompliance that have expired.
* Universal Opt-Out Methods and Browser Signals

 Strict Purpose Limitations for Use (e.g., MD) ||\®VATE
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Social Security number, driver’s

license, state ID card, passport

number

« CA only, but this information is
notifiable under state data breach
notice laws

Biometric data

Genetic data

Data about children (often

<nowledge qualifier)

Precise geolocation data

Status as victim of a crime

©JMT Consulting. All rights reserved.

Racial and/or ethnic origin
National origin (OR only)
Citizenship or immigration status
Religious beliefs

Philosophical beliefs (CA only)
nformation relating to health (e.g.,
diagnosis, condition, treatment,
history)

Sexual orientation

Sex life

Sexuality

Status as transgender or nonbinary
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« EU/UK General Data Protection Regulation (GDPR) and similar international laws
Prohibition on transfer to jurisdictions without “adequate” privacy laws
e Standard Contractual Clauses
» Adequacy decision (e.g., EU-US Data Privacy Framework)
* Binding Corporate Rules

« U.S. Preventing Americans’ Data from Foreign Adversaries Act (PADFAA)

* Prevents “data brokers” from selling or providing “personally identifiable sensitive
data” to foreign adversary countries

« "Data brokers” provide data that they do not collect directly from individuals to third
parties

« "Personally identifiable sensitive data” includes gov't IDs, health information,
biometric and genetic information, precise geolocation information, private
communications, account or device log-in credentials, information about an

individual’s sexual behavior, nude images, etc. VATE
©JMT ConsultifycVigiganestorgdign entities” currently include China, Iran, North Korea, and Russ .
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« U.S. Dept. of Justice Bulk Data Rule
* Prevents transfer of “bulk” sensitive personal data and government-related data to

“countries of concern” and “covered persons”

* Applies regardless of whether data is anonymized, aggregated, encrypted,
deidentified, etc.

« "Bulk” varies depending on type of data
* between >100 (genomic data) and >10,000 (personal health data) of U.S.

persons

« "“Countries of concern” currently include China (incl. Hong Kong and Macau),
Russia, Iran, North Korea, Cuba, and Venezuela

» "“Covered persons” include residents or entities located in or controlled by
countries of concern

©JMT Consulting. All rights reserved. I WVATE
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Data Protection and Information Security

©JMT Consulting. All rights reserved.




THE EXPERTS IN
MISSION-DRIVEN
NONPROFIT FINANCE

CONSULTING

*  Nonprofits are processing more personal data about donors, volunteers, employees, and
supporters than ever before, and sharing it with a wide range of vendors.
« CRM data
* Donor lists
* Donor payment information and donation histories
* Email marketing lists
« Adbvertising
*  Mission-related information

« Organizations are generally responsible for the data they collect and control, as well as its
loss or compromise.
* Can include responsibility for vendors and third parties who process it on your behalf
(i.e., supply chain and third-party risks)

©JMT Consulting. All rights reserved. I mv ATE
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« Data breaches can give rise to significant liability and harm to impacted organizations.
* Reputational risk
e Loss of donors/grants
* Loss of mission opportunities
* Loss of partnerships
* Financial risk
» Cost of investigation, remediation, notice to individuals, customers, and/or gov't
entities
« Legal and forensic investigation costs
* Lost revenue
 Downtime
* Increased insurance premiums
* Business risk
* Loss or disclosure of proprietary or trade secret information

 Litigation and governmental investigations I VA
©JMT Consulting. All rights reserved. TE
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« 54 U.S. state/territory data breach notification laws
* No nonprofit exemptions here!
* Notices required within 30-45 days of discovery in many states
* 14 business days and 10 days for regulator notices in VT and PR, respectively
* Note: Many states have safe harbors for compromise of encrypted data!
« Commonly notifiable data elements:
* Social Security Number, gov't ID, financial or payment account number, access
information for financial accounts
* Less common notifiable data elements:
« Health information, digital signatures, date(s) of birth, mother’s maiden name,
biometric/genetic data

©JMT Consulting. All rights reserved. I WVATE
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« Obligation to implement
“reasonable” or "appropriate”
security measures
« Consider nature and sensitivity of

information, risks to data subjects
if compromised, the state of the
art, and the resources of the
organization

©JMT Consulting. All rights reserved.

Example: NYDFS Cybersecurity
Regulatlon (23 NYCRR Part 500)

Formal cybersecurity program with written
policies covering 15 topics

 Risk assessments (annual)

« Designated CISO

*  Vulnerability management, audit trails, asset
management

*  Monitoring and anti-malware

e Access controls (incl. multi-factor authentication)

* Secure development

* Encryption

« Personnel training (upon hire and annually
thereafter)

* Vendor management

« Data retention/disposal

* Incident response plan

«  Business continuity/disaster recovery plan
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 Identity-First Security

« Emphasis on multifactor authentication (MFA), Identity and Access Management (IAM),

and Privileged Access Management (PAM) for controlling access and confirming
identity.

e /ero Trust

» Setting strict access rules only allowing specitic devices or locations to access data.
* Nothing is trusted/allowed without explicitly being allowed.

* Real Time Software-as-a-Service (SaaS) Alerting/Protection

« Constant 24/7 monitoring of your Saa$S platforms like Microsoft Office 365/Google
Workspace with automated remediation.

©JMT Consulting. All rights reserved. I mv ATE
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Best Practices

» Data Mapping and Audits
« Understand what you have and where it is located
* |dentity who has access and for what purposes
« Evaluate use cases and access controls/sateguards

* Access Controls
 Periodic access control reviews
* Prompt removal of credentials when necessary

* Technical Safeguards
* Firewalls
* Anti-malware tools
* Email spam and phishing detection

©JMT Consulting. All rights reserved.
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* Logging and Monitoring
* Many cloud services (e.g., Office 365) do not have logging tools on by default or retain
log data for short periods by default.
* Creates challenges in incident detection, response, and remediation.

» Data Retention and Backups
» Cloud services (e.g., Office 365, Google Workspaces) are not necessarily “backed up.”
They are geo-redundantly stored.
« Geographic separation for critical resources

* Local servers and data storage backups
* 3-2-1rule

* Personnel Training
* Upon hire and annually thereafter
» Phishing tests and tabletop exercises

©JMT Consulting. All rights reserved. I mv ATE
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* Data Minimization
* Collect only data you reasonably have a need for
* Ensure the data is used/disclosed consistently with privacy policy
* Securely and permanently delete data when no longer needed

e Third-Party Risk Management

» Evaluate what data and systems your vendors access and tailor the risk accordingly

» Conduct due diligence on vendors pre-engagement and periodically thereafter
 Review privacy and/or security certifications

» Contracting:
» Tailor risk allocations (liability caps, indemnities, security terms, etc.) to the risk
* Note: Special/incidental damages waivers can waive security breach damages

altogether.

«  Example: “In no event will either Party have any liability arising out of or related to this Agreement for any lost profits, revenues

goodwill, or indirect, special, incidental, consequential, cover, business interruption or punitive damages.”

©JMT Consulting. All rights reserved. I WVATE
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Artificial Intelligence Privacy and Security
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* Most Al platforms have business or “enterprise” versions. “Free” or “generic”

subscriptions often do not guarantee confidentiality, security, or privacy to submitted
information or outputs.

* Al algorithms “learn” by being "“trained” on training data.
» This is usually sample data that is similar to the information the model is expected to
analyze in its day-to-day usage.
* Many Al tools, like ChatGPT's free website, are also trained on the data that is input by
the user of the tool.

* Once an Al algorithm is “trained” on data, it permanently incorporates that data, and it
is very difficult, if not impossible, to remove it.

* Once trained, Al algorithms can be used and deployed with or without being “trained”
on the inputs.
* Generally, only "enterprise” versions of these tools are deployed without being train

OIMT ConQRN S IRRULS.Qythey may deploy a custom “instance” of a tool for your organizatl
that doesn’t send data back to the “"foundational” model.

DVATE
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* When data is used to “train” Al algorithms, it is permanently incorporated therein.
* If you input personal data or confidential information into “non-enterprise” tools that
train on user inputs, you potentially lose control over that information.
« Algorithms have been made to "regurgitate” the content they are trained on.
* For example, researchers have been able to convince several Al models to recreate,
nearly verbatim, large portions of Harry Potter and the Sorcerer’s Stone.

« Al can make mistakes and does not “understand” whether it is correct, incorrect, or
biased.
* Al can be socially engineered and convinced to act counter to its owner’s instructions.
» Example: Al-powered vending machine, chatbots offering products for free.

* Many privacy laws regulate “automated decisionmaking technologies” that have “legal or
similarly significant effects” on individuals.

 Hiring, firing, housing, credit determination, eligibility for services

« Can require transparency, governance, anti-bias reviews, appeals, human review
INNOVATE
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Al Security Risks

« "“Shadow” Al usage
e Particular concern with “free” Al tools

* Insecure Al software development / “vibe coding”
+ Can create vulnerabilities such as permitting remote code execution

 Al-driven fraud
 Social engineering
* Phishing, spearphishing
* Voice cloning

* Al use in cyberattacks
* Malware development and deployment
* Vulnerability scanning
« Target identification

©JMT Consulting. All rights reserved.
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Al Security Tools

* Al-powered security scanning tools
* Malware detection
* Phishing detection
* Vulnerability scans and penetration testing
« Monitoring and analysis of logs and security events

» Identification of personal data in datasets
» Threat intelligence and threat indicator identification
* Malware identification

* Malware reverse engineering
 |dentifying threat actors

©JMT Consulting. All rights reserved.
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Questions?
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WASHINGTON, D.C., MAY 4-6, 2026

INNOVATE
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